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| wrotethis article becausdhereisn’t much information onthe Inter net conceming this topic
and | neededthis for the EQuOS project.

No liability is assumedor incidental or consequentialdamagesn connectionwith or arising
out of useof the information or programscontainedherein.

Soif you blow up your computer becauseof my bad “English” that’syour problem not mine.

1 Which toolsdo you need?

e Ani386PCor highet
e A Linux distributionlike RedHator Slackware.

e GNU GCCcompiler This C compilerusuallycomeswith Linux. To checkif you're having
GCCtypethefollowing atthe prompt:

gcc --version
This shouldgive anoutputlik e:
2.7.2.3

The numberprobablywill not matchtheabove one,but thatdoesnt really matter
e Thebinutil s for Linux.

e NASM Version0.97 or higher The Netwide Assembler NASM, is an 80x86 assembler
designedor portability andmodularity It supportsarangeof objectfile formats,including
Linux ‘a.out’ andELF, NetBSD/FreeBSDCOFF, Microsoft 16-bit OBJandWin32. It will
alsooutputplain binaryfiles. Its syntaxis designedo be simpleandeasyto understand,
similar to Intel's but lesscomple. It supportsPentium,P6 and MMX opcodesandhas
macrocapability
Normally you don't have NASM on your system.Downloadit from:
http://sunsite.unc. edu/ pub/Linux/devel /| ang/ assenbl ers/

e A text editorlikepi co oremacs.
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1.1 Installing The Netwide Assembler

Assumingthatnasm 0. 97. t ar. gz is in thecurrentdirectorytype:

gunzip nasm0.97.tar. gz
tar -vxf nasmO0.97.tar

This will createa directorycallednasm 0. 97. Go to thatdirectory Next we will compilethis
assembleby typing:

.Iconfigure
make

This will createthe executablesiasmandndi sasm You cancopy thesefiles to you/ usr/ bin
directoryto make them easily accessible.Now you canremove the nasm 0. 97 directory from
your system.l personallycompiledthe NASM successfullyunderRedHat 5.1 andSlackware3.1,
sothis shouldnt give big troubles.

2 Making afirst binary file usingC

Createafile calledt est . ¢ usingyourtext editor. Putherein:

int min () {
}
Compilethis by typing:

gcc -c test.c
ld -0 test -Ttext 0OxO -e main test.o
objcopy -R .note -R .conmment -S -O binary test test.bin

This createsour binaryfile calledt est . bi n. We canview this binaryfile usingndi sasm Do this
by typing:
ndi sasm -b 32 test.bin

Thiswill give thefollowing output:

00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 9 | eave
00000004 C3 ret

We getthreecolumns.Thefirst onecontainghememoryaddressesf theinstructions. Thesecond
columncontainghebytecodeof theinstructionsandthelastcolumncontaingheinstructionitself.

2.1 Dissectionof test.bin

The codewe getjust seemdo setup a basicframework for a function. Theregisterebp is being
savedfor lateruseconcerningunction parametehandling. As you cannoticethe codeis 32 bit.
GNU GCConly cancreate32 bit code.Soif youwould like to run this codeyou first needto set
up a32bit environmentlik e Linux does.Herefore you needto go to protectednode.
You canalsocreatedirectly a binaryfile usingl d. Herefore compilet est . ¢ likethis:

gcc -c test.c
Id test.o -0 test.bin -Ttext 0xO -e main -of ormat binary

Thiswill produceexactly the samebinary codeasthe previous method.

2



GCC |A-32 COMPILER CORNELIS FRANK

3 Program usinga local variable

Next we will take alook on how GCC handleshe reseration of a local variable. Herefore we
will createanew t est . ¢ which contains:

int min () {
int i; /* declaration of an int */
i = 0x12345678; /* hexadeci mal */

}
Compilethis by typing:

gcc -c test.c
Id -0 test -Ttext 0Ox0O -e main test.o
objcopy -R .note -R .coment -S -0 binary test test.bin

After we compiledwe getthe next binaryfile:

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 83EC04 sub esp, byte +0x4

00000006 C745FC78563412 mov dword [ ebp-0x4], 0x12345678
0000000D 9 | eave

0000000E C3 ret

3.1 Dissectionof test.bin

The first two andlasttwo instructionsare the sameasin the previous example. Thereareonly
two new instructionsaddedbetweerthe old ones.Thefirst onedecreasessp with 4. Thisis the
way GCCreseresani nt, which is four bytesin size, on the stack. The following instruction
immediatelydemonstratesis the usageof the ebp register This register remainsunchangedn

the function andis only usedto referto the local variableson the stack. The placeon the stack
weretheseocal variablesarestoredis usuallycalledthelocal stackframe.In this context theebp

registeris calledtheframepointer

Thenext instructionfills theonthestackreseredi nt upwith thevalue0x12345678. Also notice
the reversedorderin which the processostoresdata. In the secondcolumn, line four, we see
... 78563412. This phenomenis calledbackwards storage’.

Notethatyou alsocancreatedirectly a binaryfile usingl d asshaovn before.Socompilewith:

gcc -c test.c
Id -0 test.bin -Ttext OxO -e main -oformat binary test.o

This givesusthe samebinaryfile asbefore.

3.2 Directassignment
Whenwe change:

int i;

I = 0x12345678;

1Seealso: Intel ArchitectureSoftware Developers Manual, Volume 1: BasicArchitecture,1.4.1. Bit and Byte
Order
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into,
int i = 0x12345678;

we getexactly the samebinaryfile. Thisis very importantto noticeasit is not sowhenwe use
globalvariables.

4 Program using a global variable

Next we will take alook on how GCC handlegylobalvariables.This will be doneusingthe next
test. c program.

int i; /* declaration of global variable */
int min () {
i = 0x12345678;

}
Compilethis by typing:

gcc -c test.c
ld -0 test -Ttext 0OxO -e main test.o
objcopy -R .note -R .conmment -S -O binary test test.bin

This leadsusto thefollowing binary code:

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 C705101000007856 nov dword [0x1010], 0x12345678
- 3412

0000000D 9 | eave

0000000E C3 ret

4.1 Dissectionof test.bin

The instructionin the middle of the codewill write our valuewe assignedo somavherein the
memory in our caseto addres€9x1010. Thisis becausdy default thelinker| d page-alignghe
dataseggment.We canturn this off by usingthe parameter N with thelinker| d. This givesusas
binaryfile:

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 C705100000007856 nmov dword [0x10], 0x12345678
- 3412

0000000D 9 | eave

0000000E C3 ret

As we canseenow, the datais storedright afterthe code. We canalsospecifythe datasegment
ourself.Compileherefore the programt est . ¢ with:

gcc -c test.c
Id -0 test -Ttext Ox0 -Tdata 0x1234 -e main -N test.o
objcopy -R .note -R .coment -S -0 binary test test.bin
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Thiswill giveusasbinaryfile:

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 C705341200007856 nov dword [0x1234], 0x12345678
-3412

00000000 9 | eave

0000000E C3 ret

Now theglobalvariableis beingstoredat our givesaddres$x1234. Thus,if we usethe parameter
- Tdat a with | d, we can specify the location of the datasegmentourself. Otherwisethe data
segmentis locatedright afterthe code. By storingthe variablesomevherein the datamemoryit
remainsaccessiblevenoutsidethe mai n function. Thisis why they calli nt i aglobal variable.
We canalsocreatedirectly the binaryfile usingl d with the parameter of or mat bi nary.

4.2 Directassignment

Someof my experimentspoint out thatdirectassignedylobal variablescanbe handledasnormal
globalvariablesor canbe storedasdatadirectly afterthe codein the binaryfile. | d handleshe
globalvariablesasdatawhentherearealreadydataconstantsised.

Take alook atthefollowing program:

const int ¢ = 0x12345678;
int min () {

}
Compilethis with:

gcc -c test.c
Id -0 test.bin -Ttext OxO -e main -N -of ormat binary test.o

This givesasbinaryfile:

00000000 55 push ebp

00000001 89E5 mov ebp, esp
00000003 ©9 | eave

00000004 C3 ret

00000005 0000 add [eax], al
00000007 007856 add [ eax+0x56], bh
0000000A 3412 xor al, 0x12

We canseethatthereare someextra bytesat the endof our binaryfile. Thisis aread-onlydata
sectionalignedon 4 byteswhich containsour globalconstant.

4.2.1 Usageof objdump

With obj dunp we cangetevenmoreinformation.
obj dunmp --disassenble-all test.o

This givesusthenext screerdump:
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test.o: file format el f32-i386
Di sassenbly of section .text:

00000000 <mai n>:

0: 55 pushl  %bp

1 89 e5 movl %esp, %ebp
3: c9 | eave

4: c3 ret

Di sassenbly of section .data:
Di sassenbly of section .rodata:

00000000 <c>:
0: 78 56 js 58 <mai n+0x58>
2: 34 12 xorb  $0x12, %al

We canclearly seetheread-onlydatasectioncontainingour globalconstant. Now take alook at
thenext program:

int i = 0x12345678;
const int ¢ = 0x12346578;
int min () {

}

Whenwe compilethis programanddo anobj dunp onthiswe get:

test.o: file format el f32-i386
Di sassenbly of section .text:

00000000 <nai n>:

0: 55 pushl  %bp

1 89 eb movl %esp, %ebp
3: c9 | eave

4: c3 ret

Di sassenbly of section .data:

00000000 <i >:
0: 78 56 js 58 <mai n+0x58>
2: 34 12 xorb  $0x12, %al

Di sassenbly of section .rodata:

00000000 <c>:
0: 78 56 js 58 <mai n+0x58>
2: 34 12 xorb  $0x12, %al

We canseeourint i inthedatasectionandour constant in theread-onlydatasection.Sowhen
| d hasto useglobalconstantst automaticallyusesthe datasectionto storeglobalvariables.
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5 Pointers

Now let's seehow GCC handlespointersto variables. Thereforewe will usethe following pro-
gram.

int min () {
int i;
int *p; /* a pointer to an integer */
p =& ; /* let pointer p points to integer i */
*p = 0x12345678; /* makes i = 0x12345678 */
}

This programresultsin the following binarycode:

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 83ECO8 sub esp, byte +0x8

00000006 8DL5FC | ea edx, [ ebp- 0x4]

00000009 8955F8 mov [ ebp- 0x8], edx
0000000C 8B45F8 mov eax, [ ebp- 0x8]

0000000F C70078563412 mov dword [eax], 0x12345678
00000015 C9 | eave

00000016 C3 ret

5.1 Dissectionof test.bin
Againthefirst two andlasttwo instructionsarethe sameasusual.Next we've got:
sub esp, byte +0x8

Thisinstructionwill resere 8 byteson the stackfor local variables.Seemdik e a pointeris being
storedusing4 bytes.At thispointthestacklookslikein figurel. Asyoucanseethel ea instruction

stack
__________ - €ebp
inti
| 4bytes | epp.oxs
int *p
| 4bytes | egp=ebp-0x8

l

Figurel: Thestack

0

will loadthe effective addresof i nt i. Next thisvalueis beingstoredin i nt *p. After thisthe
valueof i nt *p is beingusedasa pointerto a dwor d whereinthe value 0x12345678 is being
stored.
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6 Calling afunction

Now let'stake alook on how GCChandledunctioncalls. Take alook atthe next example:

void f (); /* function prototype */

int min () {
f (); /* function call */

}

void f () { /* function definition */

}

Thiswill giveusasbinarycode:

00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 E804000000 call Oxc
00000008 9 | eave
00000009 C3 ret
0000000A 89F6 mov esi, esi
0000000C 55 push ebp
0000000D 89E5 mov ebp, esp
0000000F 9 | eave
00000010 C3 ret

6.1 Dissectionof test.bin

In thefunctionmai n we canseeclearlyacal | totheemptyfunctionf ataddres®xC. Thisempty

function hasthe samebasicstructureasthe functionmai n. This meanghatthereis no structural

differencebetweertheentryfunctionandary otherfunction. Whenyoulink usingl d andyouadd

-M >mem t xt tothel d parametergouwill getatext file whereinyou find usefulldocumentation
onhow everythingis linkedandstoredinto thememory In thefile nem t xt you'll find somevhere

two lineslikethese:

Address of section .text set to 0x0
Address of section .data set to 0x1234

This meanghatthe binary codestartsat addres®x0 andthe dataareawherethe globalvariables
arebeingstoredstartsataddres®x1234. You'll alsofind somethindike:

.text 0x00000000 0x11
*(.text)
.text 0x00000000 Ox11 test.o
0x0000000c f
0x00000000 mai n

Thefirst columncontainsthe nameof the section.In our caseit is a. t ext section. The second
columncontainsthe origin of the sections.The third column containsthe lengthof the sections
andthe last column containssomeextra informationlik e the nameof functionsandusedobject
files. We canseeclearly now thatthe functionf startsat offsetOxC andthatthe functionnai n is

theentrypoint of thebinaryfile. And thelengthOx11 of the programis alsocorrectsincethe last
instruction(ret) is ataddres®x10 andtakes1 byte.
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6.2 Usageof objdump

obj dunp canbeusedto displayinformationfrom objectfiles. Thisinformationis usefulto examin
theinternalstructureof the objectfiles. Useobj dunp by typing:

obj dunp --disassenble-all test.o
Thiswill givethefollowing outputto thescreen:

test.o: file format el f32-i386
Di sassenbly of section .text:

00000000 <nai n>:

0: 55 pushl  %bp

1: 89 eb mov| %esp, Yebp
3: e8 04 00 00 00 call c <f>

8: c9 | eave

9: c3 ret

a: 89 f6 mov/| %esi , Yesi

0000000c <f>:

C: 55 pushl  %bp

d: 89 eb mov| Y%esp, Yebp
f: c9 | eave

10: c3 ret

Di sassenbly of section .data:

Againthisis very usefullwhenyou wantto studythe binary codethat GCC creates.Notice that

they arenot usingthe Intel syntaxfor displayingthe instructions.They useinstructionrepresen-
tationslike pushl andnovl . Thel atthe endof the instructionsindicatesthat the instructions
perform operationson 32-bit (I ong) operands.An otherimportantdifferencecontraryto Intels

syntaxis that the order of the operandss reversed. Next exampleshaows us the two different

notationsfor theinstructionthatmovesthe datafrom registerEBX to registerEAX.

MOV EAX, EBX ; Intel syntax
mov| %ebx, Yeax ; "GNU  synt ax

As for Intel thefirst operands the destinatiorandthe secondoperands the source.

7 Return codes

Youprobablynoticedthatl alwaysusei nt mai n () asmy functiondefinition,but| neveractually
returnani nt . So,let ustry it.

int min () {
return 0x12345678:
}

This programgivesthefollowing binary code:
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00000000 55 push ebp

00000001 89E5 mov ebp, esp
00000003 B878563412 mov eax, 0x12345678
00000008 EBO2 jnp short Oxc
0000000A 89F6 mov esi, esi
0000000C ©9 | eave

0000000D C3 ret

7.1 Dissectionof test.bin

As you canseevaluesarebeingreturnedusingtheregistereax. Becausat is aregisterwe do not
needto explicitly fill theregisterwith areturnvalue,sowe canalsoreturnnothing instead.There
is anotheradvantageo it. Becausdhereturncodeis storedin aregister we alsodo not needto
explicitly readthereturncode.We usethis all thetime whenwe call the ANSI C functionpri nt f
to print somethingon the screenWe alwaysuse:

printf (...);

While pri ntf actuallyreturnsani nt to thecaller. Of coursethecompilercant usethis methodif
thetype of thereturnparameters biggerthan4 bytes.In the next paragraptwe will demonstrate
asituationinwhich this occures.

7.2 Returning data structures

Considemext program,

typedef struct {

int a,b,c,d;
int i [10];
} MyDef;

MyDef MyFunc (); /* function prototype */

int min () { /* entry point */

MyDef d;

d = MyFunc ();
}
MyDef MyFunc () { /* a local function */

MyDef d;

return d;
}

This programlet usgeneratenext binarycode.

00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83EC38 sub esp, byte +0x38
00000006 8D45C8 | ea eax, [ ebp- 0x38]
00000009 50 push eax

10
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0000000A E805000000 call 0x14
0000000F 83C404 add esp, byte +0x4
00000012 ©9 | eave

00000013 C3 ret

00000014 55 push ebp

00000015 89E5 mov ebp, esp
00000017 83EC38 sub esp, byte +0x38
0000001A 57 push ed

0000001B 56 push es

0000001C 8B4508 nmov eax, [ ebp+0x8]
0000001F 89C7 mov edi, eax
00000021 8D75C8 | ea esi, [ebp-0x38]
00000024 FC cld

00000025 B90E000000 mov ecx, Oxe
0000002A F3A5 rep novsd
0000002C EB02 jmp short 0x30
0000002E 89F6 mv esi, es
00000030 89C0 MoV eax, eax
00000032 8D65C0 | ea esp, [ ebp- 0x40]
00000035 5E pop esi

00000036 5F pop edi

00000037 9 | eave

00000038 C3 ret

Dissectionof test.bin

At addres9x3 of the function mai n we seethat the compilerresenes0x38 byteson the stack.
Thisis thesizeof thestructureWDef . At addres®x6 to 0x9 we seethesolutionto “the problem”.
SinceMyDef is biggerthan4 bytes,the compilerpasses pointerto d to the function MyFunc at
addres9x14. This function canthenusethat pointerto fill up d with data. Pleasenotice that
a parametelis being passedo the function M/Func while this function actualdoesnt have ary
parameteratall in its C functiondeclaration.To fill the datastructure M/Func usesa 32 bit data
movementinstruction:

0000002A F3A5 rep novsd

7.3 Returning data structuresl|

Of coursewe cannow ask ourselfsthe question: Which pointer will be given to the function
MyFunc if we don't wantto storethereturneddatastructureonsiderthereforenext program.

typedef struct {

int ab,c,d;
int i [10];
} MyDef;

MyDef MyFunc (); /* function prototype */

int min () { /* entry point */

11
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MFunc ();
}
MyDef MyFunc () { /* a local function */

MyDef d;

return d;
}

Theproduceddinarycode,
00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83EC38 sub esp, byte +0x38
00000006 8D45C8 | ea eax, [ ebp- 0x38]
00000009 50 push eax
0000000A E805000000 call 0x14
0000000F 83C404 add esp, byte +0x4
00000012 ©9 | eave
00000013 C3 ret
00000014 55 push ebp
00000015 89E5 mov ebp, esp
00000017 83EC38 sub esp, byte +0x38
0000001A 57 push ed
0000001B 56 push es
0000001C 8B4508 nmov eax, [ ebp+0x8]
0000001F 89C7 mov edi, eax
00000021 8D75C8 | ea esi, [ebp-0x38]
00000024 FC cld
00000025 B90E000000 mov ecx, Oxe
0000002A F3A5 rep novsd
0000002C EB02 jmp short 0x30
0000002E 89F6 mov esi, es
00000030 89C0 mov eax, eax
00000032 8D65C0 | ea esp, [ ebp- 0x40]
00000035 5E pop esi
00000036 5F pop edi
00000037 ©9 | eave
00000038 C3 ret
Dissection

This codeshows usthat— althoughtherearent ary local variablesin the entry functionmai n at
addres9x0 — thefunctionreseressomeplaceonthestackfor avariableof exactly 0x38 bytesin
size. Thena pointerto this datastructureis beingpassedo the function yFunc ataddres®x14,
justasin the previousexample.Also noticethatthefunctionMyFunc hasnt changeanternally.

8 Passingfunction parameters

In this sectionwe will take alook on how function parameterare passedo functions.Let’s take
alook attheexample:

12
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char res; /* global variable */
char f (char a, char b); /* function prototype */

int main () {/* entry point */
res = f (0x12, 0x23); /* function call */
}

char f (char a, char b) { /* function definition */
return a + b; /* return code */

}

Thiswill generateasbinarycode:

00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 6A23 push byte +0x23
00000005 6A12 push byte +0x12
00000007 E810000000 call Oxlc
0000000C 83C408 add esp, byte +0x8
0000000F 88C0 mov al, al
00000011 880534120000 mov [0x1234], a
00000017 C9 | eave

00000018 C3 ret

00000019 8D7600 | ea esi, [esi+0x0]
0000001C 55 push ebp
0000001D 89E5 mov ebp, esp
0000001F 83EC04 sub esp, byte +0x4
00000022 53 push ebx
00000023 8B5508 nmov edx, [ ebp+0x8]
00000026 8B4DOC mov ecx, [ ebp+0xc]
00000029 8855FF mov [ ebp-0x1], dI
0000002C 884DFE mov [ ebp-0x2],c
0000002F 8A45FF mov al , [ ebp- 0x1]
00000032 0245FE add al, [ ebp- 0x2]
00000035 OFBED8 movsx ebx, a
00000038 8908 mov eax, ebx
0000003A EBOO jmp short 0x3c
0000003C 8B5DF8 mov ebx, [ ebp- 0x8]
0000003F 9 | eave

00000040 C3 ret

8.1 C calling convention

Thefirst thing we noticeis thatthe parametersire pushedonto the stackin reversedorder This
is the C calling corvention. The C calling corventionin 32-bit programsis asfollows. In the
following descriptionthewordscaller andcallee areusedto denotethefunctiondoingthecalling
andthefunctionwhich getscalled.

13
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e Thecaller pusheghefunction’s parametersn the stack,oneafteranotheyin reverseorder
(right to left, sothatthefirst agumentspecifiedto the functionis pushedast).

e Thecaller thenexecutesanearCALL instructionto passcontrolto the callee.

e The callee recevescontrol, andtypically (althoughthis is not actually necessaryin func-
tionswhich do not needto accesgheir parametersgtartsby saving the valueof ESP in EBP
soasto beableto useEBP asa basepointerto find its parametersn the stack.However, the
caller wasprobablydoingthis too, sopartof the calling corventionstateghatEBP mustbe
preseredby ary C function. Hencethecalleg, if it is goingto setup EBP asaframepointer,
mustpushthe previousvaluefirst.

e Thecallee maythenaccessts parameterselative to EBP. The doublevord at[ EBP] holds
the previous value of EBP asit was pushed;the next doublevord, at [ EBP+4] , holdsthe
returnaddresspushedmplicitly by CALL. The parameterstartafterthat,at[ EBP+8] . The
leftmostparametenf the function, sinceit waspushedast,is accessiblat this offsetfrom
EBP; the othersfollow, at successiely greateroffsets. Thus,in a functionsuchaspri nt f
which takesa variablenumberof parameterghe pushingof the parameteré reverseorder
meanghatthefunctionknowswhereto find its first parameterwhichtellsit thenumberand
type of theremainingones.

e The callee may alsowish to decreas&SP further, so asto allocatespaceon the stackfor
local variableswhichwill thenbeaccessiblat negative offsetsfrom EBP.

e Thecalleeg, if it wishesto returnavalueto thecaller, shouldleave thevaluein AL, AX or EAX
dependingn thesizeof thevalue.Floating-pointresultsaretypically returnedn STO.

e Oncethe callee hasfinishedprocessingjt restoresESP from EBP if it had allocatedlocal
stackspacethenpopsthe previousvalueof EBP, andreturnsvia RET (equialently, RETN).

e Whenthe caller regainscontrol from the callee, the function parametersre still on the
stack,soit typically addsanimmediateconstanto ESP to remove them(insteadof execut-
ing a numberof slow POP instructions). Thus,if afunctionis accidentallycalledwith the
wrong numberof parameterslueto a prototypemismatch,the stackwill still be returned
to a sensiblestatesincethe caller, which knows how mary parameters pusheddoesthe
removing.

8.2 Dissection

Soafterthetwo bytesarepushedontothe stackthereis acal | to thefunctionf ataddres®x1c.
This functionfirst descreasessp with 4 bytesfor local use.Next thefunctionmakeslocal copies
of it' sfunctionparametersAfter thata + b is beingcalculatedandreturnedn registereax.

9 32-bit stackalignment

Pleasenoticethat— even whenthe two parametersvere pushedonto the stackasbytes— the
functionreadshenfrom thestackasif they weredwords! It seemsasif theprocessopushedytes
in 32-bitmodeasdword. This is becausehe stackis alignedonto 32-bit?. This s very important
to know whenyou have to write a 32-bitfunctionin assemblefollowing the C calling cornvention
yourself.

2Seealso: Intel ArchitectureSoftwareDevelopers Manual,Volume1: BasicArchitecture 4.2.2. StackAlignment

14



GCC |A-32 COMPILER CORNELIS FRANK

10 Other statements

Of coursewe alsocouldlook on how GCChandled or loops,whi | e loops,i f - el se statements
andcase constructionsbut this doesnt really matterwhenyou wantto write themyourself. And
if youdon't wantto write themyourselfit alsodoesnt mattersinceyou don't have to botherabout
it.

11 Conversionsbetweenfundamental data types

In this partwe will have a closerlook athow the C compilerconvertsthe fundamentatiatatypes.
Thesedatatypesare:

e signedcharandunsignedchar(1 byte)
e signedshortandunsignedshort(2 bytes)
e signedint andunsignednt (4 bytes)

Firstwe will have alook on how the computertandlessigneddatatypes.

11.1 Two’'scomplement

Thetwo’scomplementepresentationf signedntegersis usedn thelntel architecturdA-32. The
two’s complementepresentationf a nonngative integern is the bit string obtainedoy writing n
in base2. If we take the bitwise complemenof the bit stringandadd1 to it, we obtainthetwo’s
complementepresentationof —n. A machinethatuseshetwo’s complementepresentatioasits
binaryrepresentatiom memoryfor integral valuesis calledatwo’s complement machine. Notice
thatin the two’s complementepresentatiol® and —0 are beingrepresentedy the samebinary
stringcontainingall zeros.Example:

(0)0 = (00000000,

(—0)10 = (00000000, + 1
= (1111111)+1
= (00000000,
= (0)10

Wherein(...)x standsfor a numberrepresentedn basex. Notice also that negative numbers
arecharacterizedby having the high bit on. Of courseyou don't have to do the corversionto a
negative versionof acertainnumberyourself. Thel A- 32 architecturéhasa specificinstructionfor
this, calledNEG. Tablel shavs usthe two’s complementepresentationf a char The adwantage

| | Range |
unsigned| 128 ... 255 0 1 ... 127
signed -128 ... -1 0 1 ... 127

Tablel: Thetwo’s complemenbf achar

of thetwo’s complemennotationis thatyou cancalculatewith negative numberghe sameway as
with positve numbers.
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11.2 Assignments

Herewe will take alook atsomeC assignmentandthereresultin assemblyThe usedC program
is displayedbelow

main () {
unsigned int i = 251;
}
Whenwe compilethis to a plain binaryfile we get
00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83ECD4 sub esp, byte +0x4
00000006 C745FCFB000000 mov dword [ebp-0x4], Oxfb
00000000 ©9 | eave
0000000E C3 ret

Whenwe replacethe usedassignmentvith
unsigned int i = -5;
we getnext instructionataddres9x6
00000006 C745FCFBFFFFFF nov dword [ebp-0x4],0xfffffffb
Now letstake alook atthe signedintegers.The statement
int i = 251;
resultsin
00000006 C745FCFB000000  nov dword [ ebp- 0x4], Oxf b
An the statementsvhich usesa negative integer
int i = -5
resultsin
00000006 C745FCFBFFFFFF nov dword [ebp-0x4],0xfffffffb

Seemdik e signedandunsignedassignmentaretreatedthe sameway.

11.3 Conversionof signedchar to signedint

Herefor we will studynext little program:

main () {
char ¢ = -5;
int i;
i =c;

}

Whenwe generate binaryfile we get
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00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83ECO8 sub esp, byte +0x8
00000006 CBGA5FFFB mov byte [ebp-0x1], Oxfb
0000000A OFBE45FF movsx eax, byte [ebp-0x1]
0000000E 8945F8 mov [ ebp- 0x8], eax
00000011 9 | eave
00000012 C3 ret

Dissection

Firstwe seeataddres®x3 theresenationof 8 bytesontothe stackfor thelocal variabless andi .

The compilertakes8 bytesto make it possibleto align theintegeri . Next we seethatthecharc

at[ ebp- 0x1] is beingfilled with 0xf b, which of courserepresents-5. (0xf b = 251,251- 256=

-5) Noticealsothatthecompileruseq ebp- 0x1] insteadof [ ebp- 0x4] . Thisbecausef thelittle

endian representationThe next instructionnovsx doesthe actualcorversionfrom a signedchar
to asignedinteger. MOVSX sign-extendsits source(secondpperando thelengthof its destination
(first) operand,and copiesthe resultinto the destinationoperand. The lastinstruction (before
leave) thenwritesthesignedintegerstoredin eax tointi .

11.4 Conversion of signedint to signedchar

Letsseeat theoppositecorversion.

main () {
char c;
int i =-5;
cC =i;
}
Notice thatthe statement = i only make sensevhenthevaluein i is between-128and127.

Becausat hasto bein therangeof the signedchar Compilationresultsinto next binaryfile

00000000 55

00000001 89E5

00000003 83ECV8
00000006 C745F8FBFFFFFF
0000000D 8A45F8
00000010  8845FF

push ebp

mov ebp, esp

sub esp, byte +0x8

mov dword [ebp-0x8],0xfffffffb
mov al , [ ebp- 0x8]

mov [ ebp-0x1],a

00000013 ©9 | eave
00000014 C3 r et
Dissection

Oxfffffffbisindeed—5. Whenwe only look atthelesssignificantbyte Oxf b andwe move this
to asignedchar we alsoget—5. Sofor the conversionfrom a signedint to a signedcharwe can
useasimplenov instruction.

3Seealso: Intel ArchitectureSoftware Developers Manual,Volume1: BasicArchitecture 6.3.2.1. Type Conver-
sionInstructions
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11.5 Conversionof unsignedchar to unsignedint
Take alook atthe C program

min () {
unsi gned char ¢ = 5;
unsigned int i;
I = c;

}

Thiswill generatehe binaryfile
00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83EC08 sub esp, byte +0x8
00000006 C645FF05 mov byte [ebp-0x1], 0x5
0000000A OFB645FF nmovzx eax, byte [ebp-0x1]
0000000E 8945F8 mov [ ebp- 0x8], eax
00000011 9 | eave
00000012 C3 ret

Dissection

We getthe samebinary file asfor the corversionfrom signedcharto signedint exceptfor the
instructionat addres9OxA. Here we have the instructionnovzx. MWVZX zero-etendsits source
(second)operandto the length of its destination(first) operand,and copiesthe resultinto the
destinatioroperand.

11.6 Conversion of unsignedint to unsignedchar

Herefore we did usethefile

main () {
unsi gned char c;
unsigned int i = 251;
cC =i;

}

Pleasenotice againthat the integer valueis restrictedfrom 0O to 255. This becausen unsigned
charcant handleary biggernumbers.Theaccompawing binaryfile

00000000 55 push ebp

00000001 89E5 mov ebp, esp

00000003 83ECO8 sub esp, byte +0x8
00000006 C745F8FB000000 mov dword [ebp-0x8], Oxfb
0000000D 8A45F8 mov al , [ ebp- 0x8]
00000010 8845FF mov [ ebp-0x1], a

00000013 9 | eave

00000014 C3 ret
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Dissection

The actualconversioninstruction,the nov instructionat addres€xD, is the sameasfor the con-
versionfrom signedintegersto signedchars.

11.7 Conversionof signedint to unsignedint

Thefile
main () {
int i = -5
unsigned int u;
u=ri;
}
Thebinary
00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 83ECO8 sub esp, byte +0x8
00000006 C745FCFBFFFFFF mov dword [ebp-0x4],Oxfffffffb
0000000D 8B45FC mov eax, [ ebp- 0x4]
00000010 8945F8 mov [ ebp- 0x8], eax
00000013 ©9 | eave
00000014 C3 ret
Dissection

Thereis no specificconversionbetweersignedandunsignedntegers.Theonly differencas when
you performoperationson the integers. Signedintegerswill have to useinstructionslikei di v,
i mul whereunsignedntegerswill usetheunsignedversionsof thereinstructionsbeingdi v, mul .

12 Basicenvironmentfor GCC compiled code

Becausd cant find ary official documentatioron this subjectl tried to figure it out for myself.
Hereswhatl’ ve got:

e 32-bitmode,soprotectednodewith enabled32 bit codeflagin GDT or LDT table.

e SgmentregistersCS, DS, ES, FS, GS and SS have to point to the samememory area.
(aliases)

e Becausaun-initialisedglobal variablesare stored“right” afterthe codeyou have to keepa
little areafree. This areais calledthe BSSsection. Notice thatinitialised global variables
arestoredin the DATA sectionin the binaryfile itself right afterthe codesection.Variables
declaredwith const arestoredin theRODATA (read-only)sectionwhichis alsopartof the
binaryfile itself.

e Make surethestackcant overwritethe codeandglobalvariables.
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In the Intel documentation[Rthey referto this asBasic Flat Model*. Don’t misunderstanthis.
We don't have to usethe BasicFlat Model. As long asthe C compiledbinaryhashis CS, DS and
SS pointingto the samememoryarea(usingaliases)verythingwill work. Sowe canusethefull
multisegmentprotectedoagingmodelaslong asevery C compiledbinary hashis local basicflat
memorymodeP.

13 Extern accesdo global variables

In this sectionwe will take a look on how to accesglobal C variablesnot from within the C
program.Thisis usefullwhenyouloadthe C programwith anothemprogram(writtenin assembly)
which hasto initialize someglobal variablesof the C program. Of coursewe could passthe
variablesusingthe C programs stack but thenthesevariablesarealwaysstoredon thestackwhich
was not the intention. We could also make a global variabletable somavherein the memoryat
afixed point— sothe C programhasits addressasa constant— but thenwe have to usestupid
pointersto thattable.Sohereis how we will doit. In thefile t est. ¢ comes:

int myVar =
int min ()

}

We compilethis C programusing:

5
{

gcc -c test.c

[d -Map nenmap. txt -Ttext OxO -e nmain -of ormat binary -N\
-0 test.bin test.o

ndi sasm -b 32 test

This givesus,
00000000 55 push ebp
00000001 89E5 mov ebp, esp
00000003 9 | eave
00000004 C3 ret
00000005 0000 add [eax], al
00000007 00 db 0x00
00000008 05 db 0x05
00000009 0000 add [eax], al
0000000B 00 db 0x00

As you can seethe variablenyVar is storedat location0x8. Now we have to getthat address
from | d usingits memorymapfile memmap. t xt which we did createusingthe parameter Map.
Hereforewe usethe command:

cat nemmap.txt | grep nyVar | grep -v '\.0o" | \
sed "s/ *//" | cut -d" ' -f1l

This givesusour addres®f the variablenyVar in modulet est . 0.

4Seealso: Intel ArchitectureSoftware Developers Manual,Volume1: BasicArchitecture,3.3. Memory Organi-
zation

SSeealso: Intel ArchitectureSoftware Developers Manual, Volume 3: SystemProgrammingGuide, Chapter3:
Protected-modememorymanagement
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0x00000008

Whenwe put this valuein an ervironmentvariable(UNIX) MYVAR, we canusethis to tell nasm
whereto look for the global C variablenyVar . Example:

nasm-f bin -d MYVAR ADDR=SMYVAR -0 init.bin init.asm

Ininit.asmthecodewhichuseshis directive couldlook like:

mv ax, CProgranfel ect or

mv es, ax

mv eax, [ TheVal ueThat MyVar Shoul dCont ai n]
mv [ es: MYWAR_ADDR] , eax

13.1 The sizeof the BSSsection

Whenthe C programis a kernelit hasto know how big its BSSsectionis for its memorymanage-
ment. This sizecanalsobe extractedfrom thefile nemmap. t xt . Hereforewe use:

cat nmemmap.txt | grep '\.bss ' | grep -v '\.0 | sed 's/.*0x/O0x/’
For ourexamplet est . ¢ this givesus:
0x0

We canpasshis valuelik e theway we did it for theglobalvariables.

13.2 Global static variables

In C thereis no way to accessst at i ¢ variablesdirectly. This is just becausehey aredeclared
asbeingstati c. Thisrule alsoappliesto the describedexternalaccessnethod. Whena global

variableis declaredasst at i ¢ thereis noaddres®f thisvariablein thememorymapfile generated
by thelinkerl d. Sowe cant determingheaddres®f thisvariable. Thekeywordst at i ¢ provides

uswith a greatprotectionmechanism.

14 Implementation of ANSI C stdarg.h on IA-32

This headerfile providesthe programmerwith a portablemeansof writing functionssuchas
printf thathave a variablenumberof arguments. The headerfile containsonet ypedef and
threemacro$. How theseareimplementeds system-dependertut on the IA-32 a possibleim-
plementations:

#i f ndef STDARG H
#define STDARG H

typedef char* va list;

#define va_rounded_size(type) \
(((sizeof (type) + sizeof (int) - 1) / sizeof (int)) * sizeof (int))

6Source:A Book on C, fourth edition, A.10. VariableArguments
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#define va start(ap, v) \
((void) (ap = (va_list) & + va_rounded_size (v)))

#define va_arg(ap, type) \
(ap += va_rounded_size (type), *((type *)(ap - va_rounded_size (type))))

#define va_end(ap) ((void) (ap = 0))
#endi f

In the macrova_st art, the variablev is the lastagumentthatis declaredn the headerto your
variableargumentfunction definition. This variablecannotbe of storageclassr egi st er, and
it cannotbe anarraytype or atype suchaschar thatis widenedby automaticcorversions.The
macrova_st art initializestheargumentpointerap. Themacrova_ar g accessethenext agument
in thelist. Themacrova_end performsary cleanupthatmay berequiredbeforefunctionexit.

In the givenimplementatiorwe’re usinga macrova_r ounded_si ze. This macrois neededsince
the 1A-32 alignsthe stack— which is usedto passus the variablesof a function — on 32-bit
boundariesindicatedby the statemensi zeof (int). Themacrova_start will lettheargument

___________ e €bp + 0x8

___________ e €bp + 0x4

___________ l«— €bp

Figure2: TheamgumentsonthelA-32 stack

pointerap pointto thevariableafterthegiven(first) variablev. This macrodoesnt returnanything
(indicatedby theleading(voi d) ).

The macrova_ar g first increaseshe argumentpointerap by the size of the giventypetype.
After thatit returnsthe next (actuallythe previous agumentsincethe agumentpointerap first
did increaseagumenton the stackof typet ype. At first sightthis way of handlingseemsvery
weird but its theonly way sincewe have to putthevariablewe wantto returnattheendof amacro
definition,afterthelastcomma.

Finally macrova_end will resettheargumentpointerap without returningarnything.
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